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Getting Started

Thanks for selecting Spanning Backup for Google Workspace! Our mission is to ensure your organization’s data is well
protected and always available for rapid restore, to keep your organization operational and your Google Workspace
users productive. We empower end users to correct their own mistakes, and give application administrators, IT
leadership, and audit teams confidence and proof that your data is backed up, safe, and ready for recovery.

Spanning strives to build real relationships with our customers and deliver exceptional service. If you ever have a
question or need additional assistance please contact us at support@spanning.com or search our Knowledge Base at
https://helpdesk.kaseya.com/hc/en-gb/categories/4405594418065.

About this guide

This guide was written for individuals who administer Spanning Backup for Google Workspace.

This guide contains the information you need to install and configure Spanning Backup for Google Workspace, as well
as how to use Spanning to restore data, export data from Spanning, and manage Spanning Backup for Google
Workspace. It’s divided into functional parts intended to support you as you manage your environment.

Prerequisites

To administer Spanning Backup for Google Workspace, the following are required:
®* A Google Workspace subscription
® A Google Workspace Super Admin account

® A Spanning Backup for Google Workspace subscription

Installing Spanning Backup for Google Workspace

Installing and configuring Spanning Backup for Google Workspace is quick and easy. The steps provided below guide
you through the installation process and application configuration.

If you have any questions or need additional assistance, please contact us at support@spanning.com. For more on
installing Google Workspace, see these Installation articles.

Before you begin the installation process, please ensure you are a Google Super Admin with full administrative rights
for the Google Workspace domain where you will install Spanning Backup for Google Workspace. To check if you are a
Super Admin, log in to the Google Workspace Admin Console with your Google credentials and then navigate to
Admins.

Getting Started
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Welcome to Admin console

Watch & video 1o learn about what's new.
Set up Google Apps before you begin

START SETUP»

- L& a = r L2 9

Users Company profile Admin roles Billing Device management Support

Add, rename, and Update information Add new admins View charges and Manage apps and their Settings and security for Talk with our support
manage users ‘about your company manage kcenses settings devices team

~ > - E-

Reports Security Groups Domains
Track usage of services Marage security Create groups and Add domains or domain
features rmailing lists aliases
MORE CONTROLS

To install Spanning Backup for Google Workspace from the App Marketplace
1 Loginto your Google Workspace account.

2 Click this URL to open the Spanning Backup for Google Workspace listing on the Google Workspace Marketplace:
https://workspace.google.com/marketplace/app/spanning_backup_for_g suite/632855923494.

3 Click Install to start the installation process.

ﬂ Spanning Backup SRR 215) - 2 450754

L l spanning.com

The Most Trusted Backup and
Restore Solution for Google Apps

STATUS

jim.daniels
Joe.Schmough
roger.gilmour
suzy.potier

4  Click Continue.

Getting Started
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ﬂ-' Domain wide install

You are about to install this app for an entire G
Suite domain or organizational unit. All users
of the G Suite domain or organizational unit
you select will have access to this app. Single-
account installation is not supported for G
Suite administrator accounts.

It may take up to 24 hours for this app to be
installed for your entire G Suite domain or
organizational unit.

Spanning Backup needs your permission in
order to start installing.

By clicking Continue, you acknowledge that your
information will be used in accordance with the terms of
service and privacy policy of this application.

T

CANCEL CONTINUE

5 Select the top-level domain in the list under Turn ON for.
6 Check the box to agree to Terms of Service for the application and for Google Workspace Marketplace.

7  Click Accept.

Getting Started
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Admin console - Google Chrome

& admin.google.com

Google e

Spanning Backup

You are granting Spanning Backup the right to
access your domain data

Read, compose, send, and permanently delete
& . =
all your email from Gmail

@ Manage your sites 0

o) See, edit, download, and permanently delete
your contacts

Turn ON for : /o
SpanningProduct
9— | agree to the application’s Terms of Service, Privacy Policy

and G Suite Marketplace Terms of Service

= — =

8 Choose if you would like to send out a notification about Spanning Backup for Google Workspace to all the users in
your domain and click Next.

9 Click Next on the screen displaying where to find Spanning Backup.

Getting Started
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ﬂ" Spanning Backup has been X
installed!

1 of 2 Where to find Spanning Backup

You can find Spanning Backup under the Apps launcher icon:

+Firsti

= €)

10 Click Complete additional setup now to assign user licenses for Spanning Backup for Google Workspace.

Congratulations! You have successfully installed Spanning Backup for Google Workspace.

Assigning Licenses

After installing and authorizing the Spanning Backup for Google Workspace app, you will need to assign Spanning

Backup licenses to users in your tenant to begin protecting them. Use one of these procedures to assign or modify
licenses:

Note:  During a trial, organizations are limited to assigning 100 backup licenses.

® "To automatically assign licenses to all new users in your tenant"

® "To manually assign or deactivate licenses"

® "To assign licenses to all users within an Organizational Unit"

-y Assigning Licenses
=) SPANNING
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For more on working with licenses, see these Licensing articles.

To automatically assign licenses to all new users in your tenant
Use this procedure to assign a license to every new user in the domain.
1 Log into Spanning Backup for Google Workspace as an admin user.

2 Click Users, then Manage Licenses.

71 SPANNING

28 Dashboeard

8 Users 1

Manage Licenses Users: spanningdemo.com s

& Dark web
) Status = R L
u Standard Licenses ® Subscription
53 Settings
F\ Audit Log Assigned Remaining Purchased Expires Days Remaining
&
45 5 50 04/13/24 365

3 Click e .

4 Check the Automatically assign Standard Licenses to new users box. Click Save.

F

License Settings X

() Automatically purchase Standard Licenses for new users

Automatically assign Standard Licenses to new users

Cancel

Assigning Licenses
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Note:  Spanning synchronizes with your tenant's Google Workspace organization to populate the Spanning Backup
user list on a daily basis. It can take up to 24 hours for changes to display, but you can perform this sync
manually by using the refresh button:

Users / Manage Licenses

Manage Licenses: spanningdemo.com

653 &L Download CSV Activate Licenses + Purchase Licenses

Standard Licenses ®© Subscription

Assigneg Remaining Purchased Expires Days Remaining

45 5 50 04/13/24 365

Q 49 of 49

Results = Filter & Lastsync 04/12/23 6:02 PM

To manually assign or deactivate licenses
1 Loginto Spanning Backup for Google Workspace as an admin user.

2 Click Users, then Manage Licenses.

T} SPANNING

38 Dashboard

A users 1

- Users: spanningdemo.com

@& Dark Web
) status _ . o
g Standard Licenses 6] Subscription
@ Settings
F\ Audit Log Assigned Remaining Purchased Expires Days Remaining
&
45 5 50 04/13/24 365

3 (Optional) Search for users by name or e-mail address.

4 (Optional) Search for users by using the advanced filters. This enables you to search across all columns and values
on the page.

5 (Optional) Check boxes to select users.

Note:  The bulk select checkbox is applied to results currently displayed in the list. If more results fall under the
current search criteria, please scroll the list to load further results and use the checkbox then.

Assigning Licenses
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28 Dashboard . ) -
Q sers Manage Licenses: spanningdemo.com
Manage Licenses o] <. Download CSV Activale Licenses

@ Dark web Click to activate licenses for all users

O status Standard Licenses ® Subscription

[:o:] Settings

Assigned Remaining Purchased Expires Days Remaining
[E AuditLog
44 6 50 04/13/24 365
(Optional) Enter text to search by user name or email o) DR ES
49 of 49 -
Q| pestits = Filter &= Last sync 04/12/23 6:02 PM
2 selected Deactivate License Reset selection
-] User Drganizaliunal Email = Tags License Status
Click to activate or deactivate

0O license for selected users abigail moore@spanningde.. O Deleted from Google Wol
O Adam Davis Level 2 adam.davis@spanningdemo. a Global Admin
O IT Admin admin@spanningdemo.com a Global Admin
Albert Chason Level 1 albert.chason@spanningde.. O Suspended (N

]

O allison. jones@spanningdem. Deleted from Google Wol

@

Alonso Fernando alonso.fernando@spanningd..

6 Do one of the following to assign or deactivate licenses:

® Toenable licenses for selected users, click Activate Standard. Click Confirm to continue.

r A

Confirm Activation with Standard
Licenses

You are about to activate a Standard license

for 2 users. Please confirm to proceed.

Click here Confirm

® Todisable licenses for selected users, click Deactivate License. Click Confirm to continue.

Assigning Licenses
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® To assign licenses to all users that meet current filter criteria, click Activate Licenses. Click Confirm to
continue.

Note:  When clicking Activate Licenses, it is possible to enable backup for all users in your tenant in one
action (when no filters are currently applied). If filter criteria are applied (e.g., desired
Organizational Unit), this action takes into consideration all filtered results (not only the users
loaded in the list below if the list contains more).

To assign licenses to all users within an Organizational Unit

You can quickly assign licenses to all users within a Google Organizational Unit by using our advanced filtering option
together with the Activate Licenses button. Simply apply your filter criteria, then click Activate Licenses to assign
licenses to your filtered list of users. See these steps for details:

1 Loginto Spanning Backup for Google Workspace as an admin user.

2 Click Users, then Manage Licenses.

= SPANNING

38 Dashboard

A users 1

- Users: spanningdemo.com

@& Dark Web

) status _ . o
g Standard Licenses 6] Subscription
@ Settings
F\ Audit Log Assigned Remaining Purchased Expires Days Remaining
&
45 5 50 04/13/24 365

3 Click Filter.

=1 SPANNING

22 Dashboard

Q sers Manage Licenses: spanningdemo.com

Manage Licenses [@:] 4, Download CSV Activate Licenses
@ Dark Web
B status Standard Licenses 6] Subscription
{87 Settings
Assigned Remaining Purchased Expires Days Remaining
[ AuditLog
a4 6 50 04/13/24 365

49 of 49
Q

— "~ ]
Results = Filter &' Last sync 04/12/23 6:02 PM

4 Enter the Organizational Unit and click Apply.

Assigning Licenses
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Filter X
User

Q
Org unit

Engineering Q
. Enter organization name

Email

Q
Tags
[ Global Admin

) Deleted from Google Workspace
[} Spanning Admin

) Help Desk Admin

[) Suspended

License

) Active

[ Inactive
Clear Filters e—m

5  After the filter criteria are applied, click Assign Licenses, then click Confirm. Licenses are assigned to all
unlicensed users in the organizational unit. (The action applies to all filtered results. including any additional users
that could not be loaded in the list.)

Assigning Licenses
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Dashboard Users / Manage Licenses
R Users

Manage Licenses
@& Dark Web 3 | L Download CSV
Q Status
£ setings Standard Licenses
2 Audit Log

Assigned Remaining
44 6

Org unit: Engineering

O User
O F Fry
y ’ O Jack her
Users in Engineering
organizational unit
O Jar da
O Tre atcher

Purchased

Manage Licenses: spanningdemo.com

Activate Licenses =+ Purchase Licens

Subscriptic

Expires

Day

04/13/24

Organizational Unit

Engineering

Engineering

Engineering

Engineering

@ O xe n

Paid

Confirm Activation

You are about to activate licenses for  users

based on current filter criteria. Please confirm

to proceed.
Cancel
y

Email = Tags License Status
g wemo.com o «Q

jac _ panningdem.. O «

jan_ceoe cp=ningdemo...

fravi spanningde.. O

6  Once processed, a confirmation message displays and license status shows Standard Licenses assigned to the

users.

Org unit: Engineering

(] User Organizational Unit
O Phiry Engineering
0O Jam Bmmcher Engineering
0O Ja 1da Engineering
0O Tr =cher Engineering

Email &

fry@s

jack.

jane

travimm

40fa
Results

J.com

gdem...

ringdemo...

= Filter

“spanningde..

& Last sync 04/14/23 6:01 PM
Tags License Status
a
a
Standard licenses
g are applied
a

Configuring Administrator Settings

Once you assign licenses, you can configure or modify Administrator Settings by using these steps:

1 Loginto Spanning Backup for Google Workspace as an admin user.

-
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2 Click Settings.

3 Configure Non-Admin Users settings by choosing whether or not to allow your end users to:
® Login and use Spanning Backup for Google Workspace.
® Change their own backup settings.
® Export their own data.

4 Configure Drive settings by choosing whether or not to back up shared Drive files for new users by default.
Whether you check the box for that option or not, you can click Apply to Existing Users to propagate your chosen
setting out to your existing users.

Note:  Team Drives backups are enabled by default. Contact support@spanning.com to request changes.

21 SPANNING ® o« K&
38 Dashboard

8 Uusers

@ Dark Web

SETTINGS

Non-Admin Users Allow non-admin users to log in

Q Status
= Allow non-admin users to change their backup settings

Settings Allow non-admin users to export their data
@ Choose settings g
2 Audit Log
New Users
Back up shared Drive files for new users by default
Existing Users

Review / modify You may update the backup settings for the shared Drive files of existing users.
Drive settings Their current settings will be overwritten.

Apply to Existing Users

Settings can still be modified for individual users on their settings page.

Team Drives is Enabled
To change either of these settings,
please contact support@spanning.com.

Drive retention policy is Disabled

Drive will be retained indefinitely

5 Review Mail settings. If needed, contact support@spanning.com to request changes.

® Mail preview is enabled, meaning that administrators can see the contents of an email when they click on
that email in the Gmail Restore tab.

® The mail retention policy is disabled, meaning Spanning will keep all of your email for as long as your account
is active, or until you specifically tell us not to.

6 Configure Status Summary Email Notification settings by choosing whether to get emails about the status of your
backups (Daily, Weekly, Monthly, or Never) and entering the address where notifications are sent. You can specify
an individual user’s email or a distribution list email if you would like multiple users to receive the Status Summary
Email Notification.

Configuring Administrator Settings
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7  Review Reseller settings. If needed, contact support@spanning.com to request changes.

=)  SPANNING @ 6O e m
28 Dashboard

Q users

@ Dark web Mail Mail preview is Enabled

. SETTINGS

To change either of these settings,
please contact support@spanning.com.

Y status
_— Mail retention policy is Disabled

83 settings

Mail will be retained indefinitely
2 AuditLog

Status Summary Email

Notification o

Sedect option and Daily Weekly Monthly Never

enter email address

Update email for notifications Joe Zeimmewgh@spanningdemo.com

Reseller Settings To allow a reseller to purchase licenses and optionally manage your domain,
generate a transfer token and provide it to the reseller

94e5 1 151ab372

Your token is now ready. Please pass it on to your reseller. If you need any assistance, please
contact support@spanning.com

8 Configure the API Token setting.

® [fyou'd like to access the Spanning Backup for Google Workspace API, you can enable your API token by
clicking Generate API Token. (See https://api.spanningbackup.com/ for more information on the API.)

® [fyou do not want access to the API, click Revoke APl Token.

9 Configure Spanning Backup Administrators settings. To add any licensed user as an Admin, select the user from
the list, select whether you would like to make that user a Spanning Super Admin or a Spanning Help Desk Admin,
and click Add.

® The admin user must have a paid seat assigned in order to access the Spanning Backup application. If the
admin user does not have a paid seat assigned, they will not be able to create/modify the Spanning Backup
user settings or perform on-demand backups/restores/exports for the active Spanning Backup users in the
domain. Without a paid seat the admin user can only access the License Manager and billing pages in the
account.

® Spanning Backup administrators do not have to be Google Workspace administrators.

® All Google Super Admins are Spanning Super Admins, who have full rights and privileges over all end users
and other Admins. Super Admins can add any licensed Spanning user as a Super Admin or Help Desk Admin.

® Help Desk Admins are able to impersonate any user in the domain, assist with restores, and view subject
lines of email - but not email content. Some organizations use the Help Desk Admin role for HR or Legal
teams, as well as to delegate some of the workload for Super Admins.

Configuring Administrator Settings
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Google Super Admin®

Spanning Super Admin Help Desk Admin

Viewing Backup History
mpersonating Users

“hanging Users' Backup Settings
nitiating Manual Backups
Viewing End User Events History
Performing Same User Restore
Performing Cross User Restore
nitiating/Downloading Exports
Managing Licenses

Purchasing Licenses

Viewing Audit Log

Changing Admin Settings

<

LR N R N N N AN

v

Previewing Emalls ./ (If enabled)

v
v

<

v
v
v (Road only)
v
v

CELIL LKL LKL
<

(It enabled)

v
v

*Default - these permissions are avallable, assuming the Google Super Admin has a Spanning license.

=) SPANNING

3 Dashboard

8, users

& Dark web

. SETTINGS

2 AuditLog

Spanning Backup
Administrators

Addl Tavis
IT Admin
Jarih Amerao

Admin Joe Scigh
users and roles Te: 6

API Token Your domain has an

Ashley Flannigan - ashley,

View roles and permissions
Google Super Admin @

Unlicensed Superadmin

Spanning Super Admin @

Help Desk Admin @

e APl Token

Add new Admin user

Revoking your API Token will disable API access to Spanning Backup.

Y status Click to generate
. or revoke API token Revoke APIToken
81 settings

See the complete API Documentation

Help Desk Admin

adam demo.com
adn ] _demo.com

Jariy emo.com

Joe.Sct N Jfemo.com
te - sdemo.com
unlicERosu@s . ERhgdemo.com

10 Review the Primary Domain. If needed, click Re-sync primary domain.

+ Add

Configuring Administrator Settings
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11 Review Linked Accounts. Choose whether to allow Kaseya IT Complete login for administrators.

12 Review Backup.net Integration. Choose whether to publish data to a linked Backup.net organization.

71 SPANNING ® o~ [
83 Dashboard SETTINGS
<
R users
Primary Domain rimar spanningdemo.cor
@ Dark Web ¥ Your current primary domain is spanningderr m
Q Status Re-sync primary domain
@ Settings
2 Audit Log
Linked Accounts 1 Login with IT Complete
Allow Kaseya IT Complete login for administrators:
IT Complete Organization: Unlink organization X
ofi-spanning- a4
Backup.net Integration o
Publish data to linked Backup.net organization:
Backup.net Organization: Sy

Working with the Dashboard

The Dashboard provides a high-level overview of your Spanning Backup for Google Workspace environment. By using
the Dashboard, you can:

® Purchase licenses
® View the status of accounts (protected versus unprotected)

®* View this domain information: subscription status, install date, expiration date, date and time of the last backup,
and date and time of the next backup

®* View this license information: total number of licenses, number of licenses that are in use, and number of
licenses that are not yet in use

To access the Dashboard, click Dashboard:

Working with the Dashboard
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SPANNING

Dashboard

Dashboard
A Uusers Click here

Manage Licenses
O status
i@j Settings

Accounts
E2 AuditLog

5

o=

Total:
50
Protected
® Unprotected
Deleted:
1
45

SPANNING
Dashboard
2 users Licenses
Manage Licenses
@ Dark Web
[ status

53 Settings

F2 AuditLog

Viewing Users

Domain

Subscription status

Installed on

Expires on

Last backup on

Next backup on

@ eJus m

Paid
2022-09-09 17:33:14 (UTC) O
2024-04-13 21:58:59 (UTC) O
2023-04-17 09:51:08 (UTC) @

2023-04-18 07:00:00 (UTC) @

The Users page displays information about the users in your Google domain. As you add users to your Google domain,

they are synced to Spanning and display on this page. To view the Users page, click Users.

Viewing Users
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7] SPANNING ® 0-
88 Dashboard Users
R users
T e Users: spanningdemo.com i
@ Dark Web
Q Status — . . L.
= Standard Licenses © Subscription
Settings ) -
@ : Liccense and subscription snapshot
F‘é Audit Log Assigned Remaining Purchased Expires Days Remaining
45 5 50 04/13/24 362 e .
Click to sync
Google users
450f 45 o
Q Results = Filter e Last sync 04/16/23 6:01 PM

User Organizational Unit Email 2 Li;;::e Tags

David Waters Support David waters@spanningdem..

Joe Schmough Joe.Schmough@spanningde... Global Admin

IT Admin admin@spanningdema.com 0 Global Admin

Usersin you_[ Albert Chasan Level 1 albert.chason@spanningde. a
Google domain
allison jones@spanningdem... O Deleted from Google Workspace
Alonso Fernando alonso.fernando@spanningd.. -

The Users page contains the following:

® Standard Licenses tile - Shows the total number of licenses purchased, assigned (in use), and remaining
(unused). Spanning backs up all new and existing data for standard licenses.

® Subscription tile - Shows the subscription's expiration date and days remaining.

® Filter columns and search keyword field - Type in text and press Enter to filter the list of users. User names and
emails containing the text you entered display in the list below.

Entersearchtext 1 d2021 Q ;:S'UTIS = Filter &' Last sync 04/16/23 6:01 PM
User Organizational Unit Email 4 Li.?ye::e Tags
d2021-11-03T08:41:272.d20.. O Deleted from Google Workspace
d2021-11-03T708:41:272.d20.. Deleted from Google Workspace

User listis filtered

301

d2021-11-03T08:41:272.d20.. Deleted from Google Workspace

d2021-11-03T08:41:272.d20.. O Deleted from Google Workspace

Yo}

® T Filter - Click to filter the user list by selected cirteria.

Viewing Users
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Users: spanningdemo.com

Filter X
Standard Licenses ® Subscription
User
Assigned Remaining Purchased Expires Days Remaining a
45 5 50 04/13/24 362
0rg unit
[ Engineering Q ]
0Org unit: Engineering Click to clear filter = Filter
e Email

User List is filtered Organizational Unit Email = Q

Philip Fry Engineering fry@spanningdemo.co Tags 9
Jack Reacher Engineering jack.reacher@spannini O Global Admin o
[[) Deleted from Google Workspace
Jane Honda Engineering jane.henda@spanning () Spanning Admin
Travis Thatcher Engineering travis.thatcher@spann | () Help Desk Admin
() Suspended

Clear Filters e—m

® C(Click a user in the list to view last backup status.

Org unit: Engineering ;:;ulltts = Filter -e Last sync 04/16/23 6:01 PM

User Organizational Unit Email License Type Tags -
Click a user to see the Jack Reacher Engineering jack reacher@spanningdemo.com
status of last backups

App Last Backup Items Size Errors Status Za Impersonate

= Mail 04/17/23 2:50 AM o = 0 ® 100 %

[ Calendar 04/16/23 9:53 AM 16 - 0 ® 100 %

(@ Contacts 04/16/23 11:01 PM o - 0 ® 100 %

@ Drive 04/16/23 5:54 PM 0 - 0 ® 100 %

ED Sites 04/16/23 5:51 PM o - 0 ® 100 %

® Ifyou are logged in as an administrator, you can impersonate a user to restore their data (see "To restore or
export another user's data"). To impersonate a user, click the user's: icon and select Impersonate.

Viewing Users
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Users: spanningdemo.com e
Standard Licenses 6] Subscription
Assigned Remaining Purchased Expires Days Remaining
45 5 50 04/13/24 362

40f4 —

L]
) ~ ]
Results Filter &2 Lastsync 04/16/23 6:01 PM

Org unit: Engineering

User Organizational Unit Email License Type Tags

(]
]

Philip Fry Engineering fry@spanningdemo.com —o
Jack Reacher Engineering jack.reacher@spanningdemo.com a Sq Impersonate.
Jane Honda Engineering jane.honda@spanningdema.com a H @ \9

Travis Thatcher Engineering travis.thatcher@spanningdemo.com 0

(S I FET R V)

Checking Backup Status

As an administrator, you can view the status of your entire domain’s backups at a glance, and from there, you can drill
down to find problems with your backups so you can quickly resolve them before they impact future restore attempts.

To check backup status
1 Log into Spanning Backup for Google Workspace as an admin user.
2 Click Status.
3 The Status page shows the status of recent backups across the entire domain and by user:
® Alarge status icon shows the status of the domain's last backups.
® Small icons show the status of backups for each day, across the entire domain or by user.

e @ indicates that the days' backups were successful, © indicates that there was a problem that may need to
be addressed, ' indicates that no backup took place that day (which usually occurs if the user’s account has
been suspended).

® Hover over an icon to see the backup date and number of problems.

Checking Backup Status
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71 SPANNING

82 Dashboard STATUS
R, users v

Filters [®3 Attention Needed Temporary Errors Cannot Back Up Page 1 of1
Status of all backups by day g 9

@ Dark web spanningdemo.com “ o 9000000000000 0000000
Y Status Click a yellow icon to view errors.
= 3 problems
@ settings pavidwaters @@ 0000000000000000000000000000
_ Joe.Schmough @ @ @@ 0000 L4
B, Al g admin 990000000000
albert.chason
allison jones Tue, Apr 4, 2023 (GMT)
alonso.femando @@ OO0 OGS s 0000000000000
Backup status by user andrew hensley
anthony.gilbert last backups
arthur.patterson
ashieyflannigean 9 OO0 00000000000000000000000000
autoassign
autoassignrn
autotestuser2023 @ 99000000
autotestuser
bobfeta QOO0 00000000000000000000000000
brianlcc 9O O000000000000000000000000000 ©

Status of

4 Click a yellow icon to see a list of errors that occurred within that backup. There are 3 kinds of errors:

® Attention Needed - Problems that typically require your attention to resolve. Examples include O-byte files or
corrupt or damaged files.

® Temporary Errors - Technical problems that occur, and that will typically resolve themselves in 2-3 days.

® Cannot back up - Due to limitations within the Google API, these are files, accounts, or other items that
cannot be backed up by our system. Examples include Google Forms, Google Scripts, and Fusion Tables.

Click on the checkboxes at the top of the page to filter by error type; we want to be 100% transparent about what
does and does not get backed up, but we also want you to be able to quickly determine which problems require
your intervention to solve.

In the list of errors, you can click on each one for additional information about what went wrong and what the next
steps are to fix it. You can also click Download CSV at the upper right to export the list into a comma-separated
values file.

Checking Backup Status
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88 Dashboard Sun, Apr 16, 2023 (GMT) - Check boxes to view other error types Click to download error list Downlozd CSV
spanningdemo.com, 3 problems _

R Users

@& Dark Web

Filters Attention Needed Temporary Errors Cannot Back Up Page 1  of1

D Status Time(GMT) ~  Problem Item User Type App

E§§ Settings 16:51:14 Authorization Error Item Infa Unavailable zara.zimmer@spanningdemo.com Attention Needed Calendar

E Audit Log This cede indicates that the user's account is currently suspended.

[ QAT  NextSteps:
T steps This error requires your action in order to resalve it. Please re-enable the user within the Google Admin console, or contact Google if the cause for

suspension is unknown. Please contact support@spanning.com if this account is not currently suspended or if you have any further questions.

Problem Code: 26002

09:50:40 Bad Request Item Infa Unavailable zara.zZimmer@spanningdemo.com Attention Needed Gmail

00:54:12 ‘Authorization Error Item Infa Unavailable zara.zimmer@spanningdemo.com Attention Needed Drive

Running a Backup

In addition to the daily automated backups Spanning runs to protect your data, an on-demand backup can be initiated
whenever you like. To perform an on-demand backup, follow these steps:

1 Do one of the following:

® To back up your own data, log into Spanning Backup for Google Workspace with your user account. Skip to
step 4.

® To back up another user's data, log in with your admin account.
2 Click Users.

3 Locate the user whose data you want to back up. Click the user's i icon and select Impersonate.

Running a Backup
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28 Dashboard Users
£ users
Manage Licenses Users: spanningdemo.com  #i
& Dark Web
Y Status _ i e e
= Standard Licenses ® Subscription
33 Settings
F‘ Audit Log Assigned Remaining Purchased Expires Days Remaining
&
45 5 50 04/13/24 364
Q ;::JI:: = Filter 3 Last sync 04/15/23 6:01 PM
User Organizational Unit Email & Li.l'fye;:e Tags
David Vooilrs Support David.w . gdem.. @ H
Joe Schmanugh Joe.S¢ ingde.. @ Global Admin L ImpersonaleM
IT Admin adn y.com a Global Admin
Alber=mi=mon Level 1 albs : - lingde a

4 Onthe Users page, click Back Up Now.
5 Check boxes to select what to back up (Gmail, Calendars, Sites, Drive, or Contacts).

6 Click Go.

=1 SPANNING

L User
83 Settings

(C History

() Restore Missing something?

=08} Fri, May 5, 2023 (GMT
PROBLEMS TODAY View phi y ( )
What would you like to back up?

= = /a N Gmail V] L Drive
Check boxes to select
g< V] EI Calendars V] EE Contacts
\ .
® o o O & st O &6 6 ¢ 0 O

e queued immediately, but may not start for

Backup Schedule

Last Backup Friday, May 5,203

Next Backup Saturday, May 6, 2023 12:00:00 AM

Back Up Now —o

7 On-demand backups are added to the queue.

Running a Backup
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= SPANNING ® Ows B
R user
{83 Settings

(C History

USER -

(7) Restore

. Missing something?
Fri, May 5, 2023 (GMT
;DB'-EEMB"Q View Details » y ( )

Problems History
® 6 06 0 ¢ ¢ ¢ ¢ ¢ ¢ 0 ¢ & 0 o

Backup Schedule

Last Backup Friday, May 5, 2023 9:53:20 AM

Mail: Queued
Next Backup Saturday, May 6, 2023 12:00:00 AM Documents: Queued

Backups are added to the queue Calendars: Queued

Contacts: Queued

e a—
X

Backup successfully queued.

Exports

Export Account Backup submitted.

8 Repeat this procedure as needed to run on-demand backups for other users.

Note:  There is no option to do on-demand backups for everyone in the domain in one operation. You have to
go into each account to perform on-demand backups per user. Drive backups include Team Drives
content if Team Drives backup is enabled in Spanning.

Restoring Data

Once your initial backup is complete, you'll be able to use the restore and export functions in Spanning. The amount of

time it takes to complete your first backup will vary according to how much data you have stored in your Google
Workspace domain.

See these procedures for details:

® "To restore or export another user's data"
® "To restore or export Gmail data"

® "To restore or export Drive data"

® "To restore or export a calendar"

® '"To restore or export contacts"

® "To restore or export site information"

Restoring Data
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To restore or export another user's data

Use this procedure to impersonate the user whose data you will restore or export. After you complete this procedure,
you will proceed to the applicable restore procedure.

Notes:
®  You must be an administrator to recover another user's data.

® A Google Super Admin or Spanning Super Admin can recover the user's data back to the same user or opt to
recover to another user in the domain.

® AHelp Desk Admin can only recover the user's data back to the same user.

1 Log into Spanning Backup for Google Workspace as an admin user.
2 Click Users.

3 Locate the user whose data you want to restore. Click the user's i icon and select Impersonate.

T}  SPANNING @ O e ﬂ
88 Dashboard Users
8 users
Manage Licenses Users: spanningdemo.com  #
@ Dark Web
{3 Status _ . n L
= Standard Licenses @ Subscription
83 Settings
E Audit Log Assigned Remaining Purchased Expires Days Remaining
45 5 50 04/13/24 364
Q ;::UI:: = Filter & Lastsync 04/15/23 6:01 PM
S~ " - License
User Organizational Unit Email Type Tags
David WWilrs Support David.w . gdem.. @ H
Joe Sehmmnugh Joe.S ingde.. @ Global Admin La ImpersonaleM
IT Admin adn ».COM a Global Admin
Alber on Level 1 alt . i lingde.. a

4 You are now impersonating the user whose data you will restore or export.

Restoring Data
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= SPANNING @ O« [

i P
8 User You are now impersonating

USER ~+ another user

@ Settings

(C History

() Restore Missing something?

Sat, Apr 15,2023 (GMT)
View Details »

PROBLEMS TODAY

Problems History

5 Proceed to one of these procedures to perform the restore or export:
® "Torestore or export Gmail data"
® "To restore or export Drive data"
® '"To restore or export a calendar"
® "To restore or export contacts"

® "To restore or export site information"

To restore or export Gmail data

1 Do one of the following:

To recover from your own backup, log into Spanning Backup for Google Workspace with your user account.

® Torecover from another user's backup, log in with your admin account and impersonate the user whose data

you will recover (as described in "To restore or export another user's data").

2 Click Restore and select the Gmail tab.

3 Search for the item(s) you want to restore. You can search by labels, point in time, or by using the Search field. You
can use one search method or multiple methods to help you find what you're searching for:
® Labels - Your mailbox is laid out the same way in Spanning Backup that it is in Gmail. Use the labels on the
left the same way you would in Gmail.

® Pointintime - You can choose a date range or a specific day.

Search - You can type into the Search bar and Spanning automatically starts searching your email by author
and subject and populates the panel below with a list of matches.

4 Once you’'ve found the correct email(s), you can check the boxes next to them to select them for recovery.

Restoring Data
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Note:  When checking the Select All box at the top of the page, be sure the correct date range is selected.
There’s also the option to select all of the results instead of just the first 50 that are on the page.

5 Once you've selected the emails, you can either restore or export the data. Do one of the following:
® Torestore, click Restore and continue with the steps in this procedure.

® To export selected items into a compressed file, proceed to "To export selected items".

= SPANNING

A RESTO

53 Settings
(C History N Gmail

() Restore

RE gy

Drive | [P Calendars (= Contacts Enteysearhiciens

s

r

) Restore [S Export M3- fom | 04/01/2023 To | 04/15/2023 Q Murray [} 1of1
Al Mail h From Subject Labels Date
Inbox a Alan Murray CEO Daily: How to invest as a recession looms Unread,Updates,Inbox Apri14
Starred a Alan Murray CEO Daily: The free money era may finally be ending Unread,Updates,Inbox Apri13
Important 2 Alan Murray CEO Daily: The new economic order Unread,Updates,Inbox Apri2
Sent a Alan Murray CEO Daily: When will business travel bounce back? Unread,Updates,Inbox Apr11
Select items u Alan Murray CEO Daily: Introducing the Fortune Crypto 40 Unread,Updates,Inbox Apri1o
Spam a Alan Murray CEO Daily: Amid success, Chipotle faces new challenges Unread,Updates,inbox Apr7
Trash a Alan Murray CEO Daily: What layoffs mean for today's CEO Unread,Updates,Inbox Apré
Unread a Alan Murray CEO Daily: World of finance faces an ethics check Unread,Updates,Inbox Apr5
Forums a Alan Murray CEO Daily: Fortune's 2023 100 Best Companies to Work F Unread,Updates,Inbox Apr4
Personal Alan Murray CEO Daily: U.S.-China tension is a C-suite hot topic Unread,Updates,Inbox Apr3
Promotions
Social e

6  Select your restore settings. Click Done.

Restoring Data
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Restore Settings

Restore to which account?

David Waters - David.waters@spanningdemo....

Restore with what label?

Restored 15-Apr-2023 13:56

Choose your

restore settings

) Add original labels @

Check the box to recover the original folder labels

Cancel

For Google Super Admin or Spanning

Super Admin, you can opt to recover to
another user in the domain

Restore to a folder with this default label
or enter one of your own

7  The restore runs. You can view its progress via the progress bar at the top of the screen. Selected data is restored
into the Restored From (date) folder by default, unless you set a custom label name.

-1 SPANNING @ Qo [
Q user
.. RESTORE =~
{83 Settings
(C History |
o Restore Mail: Loading
Restore is in progress
M Gmail & e 3 arertars BB Contacts Sites
v fom | 04/01/2023 TO | 04/15/2023 Q Murray o 1of1
All Mail = From Subject Labels Date
Inbox Alan Murray CEO Daily: How to invest as a recession looms Unread Updates,Inbox Apr 14
Starred Alan Murray CEO Daily: The free money era may finally be ending Unread Updates,Inbox Apri13
Important Alan Murray CEO Daily: The new economic order Unread Updates,Inbox Apri12
Sent Alan Murray CEO Daily: When will business travel bounce back? Unread Updates Inhax fnor11
Drafts Alan Murray CEOQ Daily: Introducing the Fortune Crypto 40 Unread Ug X
3 Alan Murray CEO Daily: Amid success, Chipotle faces new challenges Unread Uy Restore successfully queusd
am
& Alan Murray CEQ Daily: What layoffs mean for today's CEO Unread,Ug
Tz Alan Murray CEO Daily: World of finance faces an ethics check Unread Uy X
Unread Alan Murray CEO Daily: Fartune's 2023 100 Best Companies to Work F Unread,Ug
Forums Alan Murray CEO Daily: U.S China tension is a C-suite hot topic Unread Ug Restore submitted. -

To restore or export Drive data

1 Do one of the following:

® Torecover from your own backup, log into Spanning Backup for Google Workspace with your user account.

.
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® To recover from another user's backup, log in with your admin account and impersonate the user whose data
you will recover (as described in "To restore or export another user's data").

2 Click Restore and select the Drive tab.

= SPANNING

A aer RESTORE -

. <
i@j Settings

(@ History ™ Gmail & Drive” | Il Calendars | PR Contacts | = Sites

Restore . -
0 - < | & Apr 14,2023 553pm Q, Search Filenames and Folders Search all Backups Rest Ex

My Drive

No Parent Folder

Shared with Me
mm Team Drives

Trash

3 Search for and select the item(s) you want to restore. You can search by folders, point in time, or by using the
Search field. You can use one search method or multiple methods to help you find what you're searching for:

® Folders - Your Drive structure is replicated in Spanning Backup; search these folders just as you would in
Drive. Additionally, Spanning provides a No Parent folder for files stored in the root level of your Drive, and a
Shared with Me folder that contains files that have been shared with you but that have not been saved
anywhere else in your Drive . If Team Drives backup is enabled in Spanning and you have the Manager or
Content Manager role to one or more Team Drives, you will be able to view Team Drives in the root level of
your Drive and you can search Team Drives to restore or export files and folders. Check boxes to select

folders.

71 SPANNING

A teer RESTORE -

i@j Settings

(@ History N Gmail &, Drive B calendars B8 Contacts = Sites
Restore -
@) - < | [=] Apr14,2023 5:53pm Q, search Filenames and Folders search all Backups ) Restore [§ Export
My Drive mm Finance Team 2 B Meeting Notes - 7/20
No Farent Folder 3 = Merketing [ Restored from 14-February-2023
Shared with Me mm Sales [ Restored from 15-February-2023
mm Team Drives mm Spanning mm Restored from 16-March-2023

mm Restored from 23-February-2023

Trash
Bmwse folders, Chef:k boxes to select mm Restored from 7-January-2021
drives, folders, or items to recover .
2 B sales Planning Doc - Final

® Pointintime - Choose a date in the past when you know the file was still present. For recently deleted items,
you can click the Latest Backup button. Check boxes to select items.

Restoring Data -
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=7 SPANNING

R, Uuser

3 Settings

RESTORE -

April 2023

<

(C History MM G
(") Restore Som T oW T F

lendars B Contacts T sites

Q_ Search Filenames and Folders Search all Backups ) Restore [+ Export

1099
B Austin
Auto
beetle.pdf
beetle_convertible pdf
cc.pdf
B cloudy
Empty Dac.docx
family.pdf
HR

e Check boxes to select items to recover

® Search - You can type into the Search bar and Spanning automatically starts searching your filenames and
folders for a match. This search will take into account the date selected on the Spanning calendar unless
you've checked the Search all Backups checkbox. Check boxes to select items.

= SPANNING
A Uuser

E@j Settings
(C History

() Restore

.. RESTORE -

N Gmail & Drive

- | < |[E Apr14,2023 ss5pm

B Austin
B Austin
B austin
B Austin
B austin
B Austin
B austin

B Austin

Check boxes to select items

B cal

@ o= O
Select a date or check the Search all Backups box
ars B3 cont = sites
Search all Backups “) Restore [§ Export

Q austin o
\9 Enter search text
Name Austin

Type document
Owner  jane honda@spanningdemo.com

ted Mon, Apr 23,2018 3:53 PM
Unknown

Mon, Apr 23, 2018 3:53 PM

jane honda@spanningdema.com
Backup date Wed, Jul 14,2021 4:51 PM

Shared With jane.honda@spanningdemo.com
Paths Restored from 23-Apri-2018/My Drive

4 Once you've selected the items, you can either restore or export the data. Do one of the following:

® Torestore, click Restore and continue with the steps in this procedure.

® To export selected items into a compressed file, proceed to "To export selected items".

5  Select your restore settings. Click Done.

Notes:

-
=) SPANNING

Restoring Data



32

Spanning Backup for Google Workspace Admin Guide

June 2023

Teams Drive data is restored back into the same Team Drive. If the Team Drive is deleted in Drive,
Spanning creates a new Team Drive during the restore.

The Classic option restores data to the Restored From (date) folder.

The In-place option places all the files back in their original location or directly to the root drive.

— In-place is available if you're recovering your own data only.

— In case of conflicts you can Skip or Overwrite existing files. Skip does not restore the file and the existing
file is not modified in any way. Overwrite recovers the file as the latest version in Drive.

T} SPANNING

Q user
63 Settings
(T History

() Restore

RESTORE -

N Gmail

B Austin
B Austin
B Austin
B Austin

B Aus‘tire

Choose your
restore settings

a

& Dr

- | < | B Apr14,202

Restore Settings

Restore to which account?

Jane Honda - jane.honda@spanningdemo.com \

Method elect Classic or In Place

Classic [y

In-place restore is only available for a personal drive

,G Restore sharing settings @

\a Restore permissions for external users @

C?) e Jane m

Sites

) Restore

Search all Backups [s Export

For Google Super Admin or Spanning
Super Admin, you can opt to recover to
another user in the domain

lemo.com
Py
PM

lemo.com
PM

Paths Restored from 23-April-

Jemo.com
-2018/My Drive

6 The restore runs. You can view its progress via the progress bar at the top of the screen. For Classic restore,
selected data is restored into the Restored From (date) folder by default. For In-place restore, all files are restored
back in their original location or directly to the root drive.

Restoring Data
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7' SPANNING @ 0= 4
Q user
. RESTORE -
6} Settings Restore is in progress
(C History i
() Restore g . = .
M Gmail ¢ Drive | Efl Calendars B3 Contacts Sites

- < | =] Apr 14,2023 5:550m Q, austin [x] Search all Backups Restore [§ Export

B Austin

B Austin

B Austin

B Austin

B Austin

B Austin

B Austin

Name Austin

B Austin Type document

Owner jane honda@spanningdemo.com

ed Mon, Apr 23, 2018 3:59 PM
¥ Unknown

Mon, Apr 23, 2018 3:59 PM

Modified by jane.honda@spanningdemo.com

Backup date Wed, Jul 14, 2021 4:51 PM X

Shared With jane honda@spanningdemo.com

Paths Restored from 23-Apri-2018/My Drive Restore successfully queved

Restore submitted.

To restore or export a calendar
1 Do one of the following:
® Torecover from your own backup, log into Spanning Backup for Google Workspace with your user account.

® To recover from another user's backup, log in with your admin account and impersonate the user whose data
you will recover (as described in "To restore or export another user's data").

2 Click Restore and select the Calendars tab.

3 Tofind the calendar you want to restore, use the arrows to navigate to the appropriate month and then choose the
date you want from the list below.

=7 SPANNING

A e RESTORE -

{83 settings
(S History N Gmail ¢, Drive EXl calendars B8 Contacts = sites

(") Restore
(V] < April 2023

Choose a Date

Saturday, April 15,2023 9:52:09 AM
Friday, April 14, 2023 9:50:52 AM
Friday, April 14,2023 9:02:34 AM
Wednesday, April 12, 2023 10:19:51 PM
Wednesday, April 12, 2023 9:53:21 PM
Wednesday, April 12, 2023 9:51:49 AM

4 Check boxes to select calendars from the list of backups from the selected date.

Restoring Data
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7] SPANNING

8, User

5 ex v RESTORE -
(S History N Gmail Drive Bl calendars B Contacts = Sites
) e + ') Restore [¥ Export

Backup: Friday, April 14,2023 9:50:52 AM
Choose calendars to restore:

[5] adam.d di com (Restored from 11-Mar-2015) (Restored from 30-Jun-2016)

[5] adam.d di com (Restored from 11-Mar-2015) (Restored from 30-Jun-2016) (Restored from 18-Sep-2019)

[ adam.d d cem (Restored from 11-Mar-2015) (Restored from 30-Jun-2016) (Restored from 30-Jul-2016)

[ adam.d d com (Restored from 11-Mar-2015) (Restored from 30-Jun-2016) (Restored frem 30-Jul-2016) (Restored from 24-Aug-2016)
Check boxes to [5| adam.d P d com (Restored from 31-Jan-2014)

select calendars am jane.henda@spanningdemo.com

5 Once you've selected the calendars, you can either restore or export the data. Do one of the following:
®* Torestore, click Restore and continue with the steps in this procedure.
® To export selected items into a compressed file, proceed to "To export selected items".

6  Select your restore settings. Click Done.

7] SPANNING ® o= [
v
s | RESTORE -
{83 settings
(@ History N Gmail & or Restore Settings Sites
) e + | | ) Restore [§ Restore towhich account?
For Google Super Admin or Spanning
Backup: Friday, April 14, Jane Honda - jane.honda@spanningdemo.com — Super Admin, you can opt to recover to
Choose calendars to restore: another user in the domain

[ adam.davi nniNg  Restore with what label?
[=) adam.davi nning

Restored 16-Apr-2023 06:45 Restore to a folder with this default label

=l Choose your or enter one of your own
=R restore seltings
[= ada

[ jane-honda@spanning|

Restored from 24-Aug-2016)

3 Restore attendees @

If you opt to restore attendees, original attendees will

receive event notifications and they will have the eventin
‘their calendar.

Cancel

7  The restore runs. You can view its progress via the progress bar at the top of the screen. Selected data is restored
into the Restored From (date) folder by default, unless you set a custom label name.

Restoring Data
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<1 SPANNING @ o= B4

S RESTORE -

<
{83 Settings Restore is in progress
(C History |

() Restore Calendars: Loading

™M email ¢, Drive  EJJ Calendars | BB Contacts T Sites

- [y Export

Backup: Friday, April 14, 2023 9:50:52 AM

Choose calendars to restore:
(%] adam.davis@spanningdemo.com (Restored from 11-Mar-2015) (Restored from 30-Jun-2016)
(%] adam.davis@spanningdemo.com (Restored from 11-Mar-2015) (Restored from 30-Jun-2016) (Restered from 18-Sep-2019)
[ adam.davis@spanningdemo.com (Restored from 11-Mar-2015) (Restored from 30-Jun-2016) (Restored from 30-Jul-2018)
(5] adam.davis@spanningdemo.com (Restored from 11-Mar-2015) (Restored from 30-Jun-2016) (Restored from 30-Jul-2016) (Restored from 24-Aug-2016)
[5] adam.davis@spanningdemo.com (Restored from 31-Jan-2014)

(5] jane.honda@spanningdemo.com

Restore successfully queued.

Restore submitted.

To restore or export contacts
1 Do one of the following:
® To recover from your own backup, log into Spanning Backup for Google Workspace with your user account.

® Torecover from another user's backup, log in with your admin account and impersonate the user whose data
you will recover (as described in "To restore or export another user's data").

2 Click Restore and select the Contacts tab.

3 Tofind the data you want to restore, use the arrows to navigate to the appropriate month and then choose the
date you want from the list below.

=7 SPANNING

A Ve RESTORE -

E@j Settings
(C History MM Gmail ¢ Drive BB calendars B Contacts” | T Sites

() Restore
[ < April 2023

Choose a Date

Saturday, April 15,2023 11:01:22 PM
Friday, April 14,2023 11:01:18 PM
Friday, April 14, 2023 9:15:20 AM

Wednesday, April 12,2023 11:02:06 PM _e

Wednesday, April 12, 2023 10:19:01 PM

4 Check boxes to select contact groups.

Restoring Data
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=1’ SPANNING

R User
83 Settings
( History MM Gmail & D BB calendars (= Contacts = Sites
() Restore

.. RESTORE -

+ D Restore [+ Export

Backup: Wednesday, April 12, 2023 11:02:06 PM

Choose contact groups to restore:
& all
£ blocked
& chatBuddies
& coworkers
& family
& friends

& myContacts
& starred

Check boxes to 1
select contacts

5 Once you've selected the contact groups, you can either restore or export the data. Do one of the following:
® Torestore, click Restore and continue with the steps in this procedure.
® To export selected items into a compressed file, proceed to "To export selected items".

6  Select your restore settings. Click Done.

=} SPANNING @ O e ﬂ
Q user

.. RESTORE -

[@3 Settings
(@ History N Gmail & o Restore Settings Sites
O LD e ) Restore I Restore to which account?
For Google Super Admin or Spanning
Backup: ngga'a”' Apri Jane Honda - jane.honda@spanningdemo.com —_— Super Admin, you can opt to recover to
Choose contact 10 restore another user in the domain
&l Choose your Restore with what label?
&l restore settin Restore to a folder with this default label
gs - ADI- 7
a Restored 16-Apr-2023 09:47 or enter one of your own
& coworkers
& family
& friends
& myContacts
& starred

Cancel

7  The restore runs. You can view its progress via the progress bar at the top of the screen. Selected data is restored
into the Restored From (date) folder by default, unless you set a custom label name.

Restoring Data
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7' SPANNING @ o= [

R User

_ . RESTORE - .
(T History |
() Restore Contacts: Loading

MM Gmail | &, Drive  EJ) Calendars [ Contacts = Sites

) [ Export
Backup: Wednesday, April 12, 2023 11:02:06 PM

Choose contact groups to restore:

& all
& blocked

& chatBuddies
& coworkers
& family

& friends

& myContacts
& starred

Restore successfully queued

Restore submitted.

To restore or export site information
1 Do one of the following:

® To recover your from your own backup, log into Spanning Backup for Google Workspace with your user
account.

® To recover from another user's backup, log in with your admin account and impersonate the user whose data
you will recover (as described in "To restore or export another user's data").

2 Click Restore and select the Sites tab.

3 Tofind the data you want to restore, use the arrows to navigate to the appropriate month and then choose the
date you want from the list below.

7' SPANNING

R aer RESTORE -

3 Settings
(T History N Gmail | & Drive EXl calendars B Contacts “ sites

(") Restore
< 3 April 2023

Choose a Date

Saturday, April 15, 2023 5:51:31 PM
Friday, April 14, 2023 5:50:43 PM
Friday, April 14, 2023 9:01:56 AM

4 Choose a site. Then drill down into the sitemap and choose which elements to restore or export.

5 Once you've selected the sitemap elements, you can either restore or export the data. Do one of the following:

Restoring Data
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® Torestore, click Restore and continue with the steps in this procedure.

® To export selected items into a compressed file, proceed to "To export selected items".

6  Select your restore settings. You can restore to one of your other existing sites or into a new one. Click Done.

7  The restore runs. You can view its progress via the progress bar at the top of the screen.

To export selected items

Use these steps to export selected items into a compressed file. When the operation is complete, you receive an email
with instructions for downloading the file.

1 Once you've selected the data you want to restore, click Export.

2 Read the instructions for how to access the exported data.

7' SPANNING

f User
% Settings
(C History

(") Restore

RESTORE -

M Gmail
) Restore

All Mail

Inbox

Starred

Important

Sent

Drafts

Spam

Trash

Unread

Forums

Personal

Promotions

Social

Updates

Restored 14-Feb-2023 15:05
Restored 16-Mar-2023 12:25

Restored 26-Jan-2023 15:23

& Drive

[S Export

[SJlsJI<H< (< J< ][4

@ 9 Jamil m

B3l calendars = B Contacts Sites
v from mm/dd/yyyy O mm/dd/yyyy Q SEARCH 1of1
From Subject Labels Date
Export from backup Unread Updates,inbox Mar 23
lete Unread Personal Inbox Mar16
lete Unread Updates,Inbox Mar16

The selected data will be exported into a compressed file. When the

operation is complete, an email will be sent to you at

Unread Restored 16-Mar-202 Feb 24

lete Unread Updates,inbox Jan 26
Joe .Schmough@spanningdemo.com with instructions for
Updates,inbox,Unread 12/15/22
downloading the file. You can track the progress of your export in the
Updates,inbox Unread 11/29/22
Restore tab
tside Updates,inbox,Unread 11/14/22
lete Updates,inbox Unread 10/18/22
Cancel Updates,inbox Unread 10/13/22
spar Unread,Restored 26-Jan-2023 9/9/22
Google Workspace Alerts Alert: Suspicious login Updates,Inbox Unread 8/24/22
Google Workspace Alerts Alert: Suspicious login Updates,Inbox Unread 8/12/22
Google Workspace Alerts Alert: Suspicious login Updates,inbox Unread 7/24/22
Google Workspace Alerts 13 potentially sensitive files have been shared outside Updates,inbox Unread 6/21/22
Google Workspace Alerts Alert: Suspicious login Updates,Inbox Unread 5/25/22
Google Security alert Updates,Inbox Unread 5/16/22

3 Click Go to start the export. View the progress of the export operation via the progress bar at the top of the screen.

Restoring Data
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8, User
RESTORE -
. < Export is in progress
{83 Settings POl prog
(C History |
O Restore Mail: Loading
N Gmail | 4, Drive  EJ¥ Calendars B Contacts Sites
- fom | mm/ddryyyy To | mm/dd/yyyy Q SEARCH 1of1
All Mail From Subject Labels Date
Inbox Google Workspace Alerts Alert: Suspicious login Unread Updates, Inbox Mar 23
Starred netifications@spanning.com Your Spanning Backup for G Suite restore is complete Unread Personalinbox Mar 16
Important notifications@spanning.com Your Spanning Backup for G Suite restore is complete Unread Updates,Inbox Mar 16
Sent Google Workspace Alerts Alert: Suspicious login Unread Re
Drafts notifications@spanning.com Your Spanning Backup for G Suite restore is complete Unread Uy E Sl
5 Google Workspace Alerts Alert: Suspicious login Updates, ||
am
¥ Google Workspace Alerts Alert: Suspicious login Updates, |y
Trash

Google Workspace Alerts 14 potentially sensitive files have been shared outside Updates,li

Unread notifications@spanning.com Your Spanning Backup for G Suite restore is complete Updates, || Export submitted.

Forums Google Workspace Alerts Alert: Suspicious login Updates,|i

4 When the export is complete, check your email for instructions on downloading the compressed file(s).

Working with Dark Web Monitoring

Dark Web Monitoring is a premium feature for securing your Google Workspace tenant and other properties from
compromised credentials that have been detected on the dark web. Dark Web Monitoring alerts Google Workspace
administrators when their employee's emails and passwords have been compromised, enabling them to take proactive
steps to secure accounts at risk. They can then leverage Google Workspace’s powerful audit reporting and Spanning
search capabilities to determine if malicious activity has taken place and restore any corrupted data in just a few
clicks.

What are the active statuses in Dark Web Monitoring?

Dark Web Monitoring matches the account detected to the account in Google Workspace Directory and Spanning
Backup for Google Workspace. The resulting matrix is Google Workspace: Active, Suspended, and Deleted; and
Spanning: Protected and Not Protected.

Spanning Backup for Google Workspace

Google Workspace Protected Not Protected
Active @ v
Suspended @ —
Deleted O X

® Spanning Protected - There is a Spanning Backup for Google Workspace license associated with this account.

Working with Dark Web Monitoring
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® Spanning Not Protected - The account is not licensed for Spanning Backup for Google Workspace.
® Google Workspace Active - The account was found in Google Workspace and is not disabled.
® (Google Workspace Suspended - The account was found in Google Workspace and is suspended.

® Google Workspace Deleted - The account was not found in Google Workspace. Note, this may include email
aliases.

Resolving compromised records

At Spanning, we are happy to deliver one of the most requested features for our Dark Web Monitoring capability since
the service was announced. Spanning Administrators can now resolve compromised records so that the records are
removed from the list of compromises.

To review and resolve compromised records
1 Get started by navigating to the Dark Web tab.
2  With the compromise list in view you can select, search, or filter the records in the compromise list.
3 Once you have either selected or filtered the list you have two resolution options:
® Selected - Resolves only the selected items in the compromised list.

® Resolve Results (Filtered) - Resolves all compromised items in the current view. If the view is filtered, only
the filtered items are resolved. If the view is not filtered, all items are resolved, clearing the list.

If you choose a large list of records to be resolved they are processed in batches of 500. The process may take a
few moments to complete.

Note:  Once you confirm the action to mark compromised records resolved, they no longer display in Spanning
Dark Web Monitoring. The records cannot be retrieved. This action is logged in the Audit Log (see
"Viewing Application Activity").

Selected records example:

Working with Dark Web Monitoring
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=)' SPANNING O ® 0~ @A
/R Accounts

R users

Manage Licenses

@ Dark Web Q = Filter Resolve All

W. Dark Web: spanning .com

Active - 261 Credentials Detected

Q Status 2 selected Resolve Reset selection
@ SetngS Status Date Found User - Password Hit Origin -
|_-=‘& Audit Log
O ? 1172419 Aug Not Disclosed
Confirm Resolve Selected Items
) Q 10/28/19 aut Not Disclosed
| © 10/28/19 aut This action will mark the selected items resolved. Not Disclosed
) Q 10/28/19 aut Not Disclosed
) s 10/27/19 Ave Not Disclosed
O @ 10/28/19 av ki@spanningd  2.com pass@*+*r* Not Disclosed
? 10/28/19 Bar ehead@spanning o.com Not Disclosed Not Disclosed
? 10/28/19 Bas rd@spanning 2.com Not Disclosed Not Disclosed
Filtered records example:
=’ SPANNING Q @& 0+~ @A
52 Accounts .
. Dark Web: spanning: ).com
R users A

Active - 261 Credentials Detected
Manage Licenses

@ Dark Web o— = Filter Resolve Results 4

O status User Status

: [J @ Active & Protected

€3 Settings Status Date Found User +  Password Hit

B © Suspended & Protected

=2 Audit Log

& - . .
(] Q 11/24/19 abi, ... noore@spanningc._..._.com Not Disclosed O Deleted & Protected
o [[] — sSuspended

O 10/28/19 allice..jcnes@spannin >.com WERT# ek .
- 128/ senes@sp o q [ v Active
O O 10/28/19 anthor rt@spanningc’ >.com Not Disclosed [J X Deleted
. . [] ? Other
] Q 10/28/19 arth_.......rson@spanningc ~ ).com Not Disclosed
] Q 10/28/19 autor i n@spanningGe0.com pass@*rtr Clear m_e
O Qo 10/28/19 aut Jn@spanningc com pauls*rers Not Disclosed
(]} 1] 10/28/19 aut er@spanningc  2.com pass@** Not Disclosed
] 9 10/27/19 dele._..__.Z21@spanningc  >.com Not Disclosed Not Disclosed
O Q 09/05/16 for ' ex@spanningc .com 956ae**++* Not Disclosed
O Q@ 10/31/13 he rad@spanningc w.com OUQpBH* Not Disclosed
(] Q 11/24/19 spal er2@spanning ».com Not Disclosed Not Disclosed

Why can | see passwords in the list of compromised
credentials?

When Spanning Backup for Google Workspace receives breach data for a domain, it may include the entire plain text
password or a password hash. Spanning truncates the password to 10 characters and masks the last 5 before we
store it in our database or show it to an administrator. We feel that the IT Admin doesn't need the whole password to

Working with Dark Web Monitoring
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have the conversation with the person who is breached. They can say, "Do you still use a password that starts with
passw***x*2" and still have a meaningful conversation about the significance of strong passwords and password
security.

Why are there accounts in the list that are not in
Google Workspace Directory?

Spanning Backup for Google Workspace Dark Web Monitoring is domain-level protection. Domains in the tenant are
evaluated for compromised credentials and the result of the monitoring can result in accounts that are associated with
your domain but may not be an active account in Google Workspace Directory. For example, the Acme Corp Marketing
department maintains a social media presence using marketing@acmecorp.com. This marketing address is not
associated with a Google Workspace Directory account, it is just an email alias. This email address and the password
mypass@word are used to secure Canva, Twitter, Facebook, and Instagram. If these credentials are part of the
Instagram or Canva breaches, they would appear in the Dark Web Monitoring report as marketing@acmecorp.com and
mypas*****_Even though there is no user account in Google Workspace AD, this breached account represents a risk
to the Acme Corp social media presence if the password is reused.

Viewing Application Activity

To see reporting of user and administrator activities in Spanning Backup for Google Workspace, click on the Audit Log
tab. You'll see a list of activities that have taken place in Spanning Backup. You'll be given information about:

¢ What was done

®*  Whodidit

®  When it happened

Click on any entry to expand it and see additional details.

You can also download the activities to a CSV file by clicking the Download CSV.

Viewing Application Activity
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SPANNING @ 6~ [
Dashboard AUDIT LOG
Users
[ 1of49 >
Dark Web
} Status Subscription Changed Apr 16,2023
ﬁ by Salesforce Outbound Event 11:01:54 AMPDT
Settings
Audit Lt
Sl . | Impersonated User Apr 16,2023
2| (@ ngdemo.cor 10:06:21 AM PDT
by Joe.Schmough@spanningdemo.com
L& UserRestore Click an entry to view details below Apr 16,2023
- by jane.honda@spanningdemo.com 9:54:01 AM PDT
° jane honda@spanningdemo.com Quantity 2 items
4. restored data from Contacts
) User Restore Apr 16,2023
- by jane.honda@spanningdemo.com 8:55:35 AM PDT
) User Restore Apr 16,2023
4" | byjane honda@spanningdemo.com 8:25:36 AM PDT

Download CSV Click to download list of activities 10f49 >

Viewing Application Activity
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